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INTRODUCTION
Innovation doesn’t only take place in product
development shops, criminals innovate too, and when
it comes to security, the arms race is never over. Illicit
attempts to gain access to money – whether by online
or physical means – appear increasingly prevalent.
For example, a recent FICO1 analysis of debit card
account fraud undertaken at physical locations around
the United States in 2017, showed a 10 percent increase
in the number of payment cards compromised at U.S.
ATMs and merchants. Meanwhile, the number
of compromised card readers at U.S. ATMs, restaurants,
and merchants rose 8 percent in 2017. How do
financial institutions successfully combat such threats?
Today, ATMs are more equivalent to mini-branches
than ever before, and this new channel reality means
that financial institutions must ensure their devices
are protected against criminals targeting them
for purposes of theft, intrusion, and compromise.
Establishing effective defense mechanisms is just the
first step; the value of hardened ATM security means
that an institution must be aware and vigilant of new
criminal schemes every day in order to protect its
cardholders, as well as its brand.

A micro event is when criminals exploit an individual
machine and, in some cases, share successful exploitive
strategies with associated criminal gangs to target multiple
machines. These actions can include attacking the
software or hardware or otherwise manipulating
the machine to cash out. Even though these events
are sporadic, they are increasing and are generally
cash-centric in intent, rather than schemes to acquire
account data.
As the market shifts into new operating systems, as
we’re seeing now with the migration to Windows 10, new
opportunities emerge to exploit ATM systems. Older
operating systems that are no longer updated on a
regular basis or immature, new operating systems whose
vulnerabilities are not yet well-understood are particularly
vulnerable.

This white paper is designed to review the trends in
logical and physical device security, as well as discuss
best practices in accessing and participating
in intelligence gathering related to intrusion attacks
and security breaches. Finally, we will address the
emerging trends in ATM security and define best
practices for preparing against future attack vectors.

ATM SECURITY AND FRAUD
EVENT DEFINITIONS
Addressing ATM security vulnerabilities requires an
understanding of the events that shape criminal activities,
both macro and micro. Macro events occur when
criminals try to take hold of a corporate network so they
can compromise multiple ATMs at one time. For example,
organized criminals may push code to 2,000 ATMs to
target the extraction of large amounts of cash.
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Finally, it is important to acknowledge the improvements in security brought about as a result of the EMV upgrade
occurring in the United States. In the ATM market, a recent study indicated that upwards of 91 percent of all machines
in-market have been upgraded2. This migration will continue to have a positive impact on ATM security, enabling not
only end-to-end security of the transaction itself, but also making it more difficult for rogue devices and skimmers to
be inserted or card readers to be removed. But once again, we see criminals’ strategies evolve along with the new card
reader technology, where the shift is from skimming (taking card data off the mag stripe) to shimming (taking data
directly off the chip). Therefore, even though machines that are not yet upgraded are most vulnerable to attack in the
short term, with enough acumen, criminals can still compromise even the most compliant devices.
As ATM feature functionality and operating designs expand, so does the battlefield where ATM security managers and
ATM-focused criminals meet. Each new ATM feature or system brings a new way for criminals to learn and reverseengineer how those mechanisms work in order to compromise devices.

PHYSICAL AND LOGICAL
ATTACK VECTORS
An attack vector is a path or means by which a hacker can gain access to a computer or network server
in order to deliver a payload or malicious outcome. Attack vectors enable hackers to exploit system
vulnerabilities, including the human element.3
ATM managers should focus on two security attack vectors:
physical and logical. First, let’s consider the physical attack
vectors of the ATM channel. This means not only the
actual device itself, but also its surrounding environment.
Here are some of the various ways criminals can
compromise the physical security of an ATM:
•
•
•
•
•

Crowbar smash-and-grabs
Card skimmers
Gas and other explosives
Circular saw
Ram raids

These schemes are all designed to open the machine
onsite or remove the machine to another location to
open and remove its cash. Thus, an organization must
consider the device environment before it actually places
the machine. For example, is it in an isolated, dimly lit area
or is it vulnerable to being rammed by a vehicle? Physical
attacks are often opportunistic and perpetrated through
brute force methods.

2
3

The other aspect of ATM security is logical attack vectors,
meaning those that target computer systems, applications,
network, and data. These include:
•
•
•
•
•
•

Malware introduction
Endoscopic attack (used in jackpotting)
BIOS manipulation
Ransomware, such as “WannaCry”
Wiretapping
Man-in-the-middle

These kinds of attacks are perpetrated by computer
hackers and are often the work of sophisticated criminal
enterprises that might “stalk” an ATM network for some
time before attacking it. “Stalking”, or reconnaissance,
means that criminals gather information on the network,
device software, and monitoring capabilities of the ATM
management system prior to launching the attack based
on their findings. In other cases, logical attacks are tested
by criminals, then adapted by hackers. In other words,
hackers can follow a similar development life cycle to
technical developers.

ATMIA 2018 EMV Migration Survey Report
SearchSecurity
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FINDING THE WEAK LINKS:
HOW CRIMINALS SEE OPPORTUNITY
Consider the ways one goes about baby-proofing a house. Essentially, we are told to get down on our hands and
knees and look at the world from an infant’s point of view. Assessing ATM risk is done in a similar manner. In other
words, we must put ourselves in the mindset of a criminal and ask “How could I compromise this device?” In Figure
1 below, we illustrate some of the primary vulnerabilities found in ATM security environments. Throughout this
section, look for the
that will indicate a recommendation to protect against an attack.
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Figure 1: ATM Attack Vulnerabilities
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Simply because a large number of organizations have
not seen a specific type of malware or intrusion attempt
occur in their fleet does not mean criminals are avoiding
them. For example, a new type of malware may be
introduced and then, just as quickly, go away. The
quiet period is where a criminal goes back to adapt
the malware to new security controls. This was seen
in 2013, with the Plotus malware in Los Angeles, which
did not get widespread use across the globe. However,
suddenly in 2016, the malware adapted to look for
specific security software on an ATM and disable it.
The variant criminals created was called Plotus D,
which stood for “disable.”

Historically, an ATM transaction has been well-protected
between the ATM and its processing switch. However, a
new trend finds criminals attempting to capture the entire
message set while in transit. As a result, we are seeing
more VPNs deployed by ATM operators attempting to
protect data flows, even though this creates a slowdown
in throughput. Whether it’s a VPN or some other kind of
encrypting mechanism, it is critically important to ensure
that no data is ever processed in the clear (meaning in an
unencrypted state).

Participating and sharing information in
security-focused peer and trade groups,
monitoring warnings and updates from
organizations like the Secret Service, the
FBI, and card networks are best practices
designed to keep ATM security managers
informed of potential schemes found
“in the wild” before an institution may
become a target. This gives an institution
the opportunity to inoculate its fleet
against potential intrusions.
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For organizations that drive their own ATMs, it is important
that their backend networks are well-protected. A
compromise of those systems is a macro event and could
potentially impact a wide range of devices. This makes
it vital that an institution understand the entire ATM
ecosystem, and therefore, how best to secure it.
Incorporating proprietary communication
channel capabilities into its network
configuration and architecture will serve
to best protect an organization against
large-scale attacks and improve the security
of sensitive cardholder information.
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STOLEN CREDENTIALS
Controlling and protecting the network at the core
is one of the most important responsibilities of an ATM
security manager. To accomplish this, one must start
with the technology administrators who are targets
for phishing and malware. Therefore, an organization
needs to ensure that all its network users are wellinformed and cognizant to the fact that they are the
targets. To mitigate human error, introducing practices
such as two-factor authentication will increase the size
of the security moat around the network. Should a
breach occur, encrypting the hard drive will ensure
that should malware be introduced to a system,
it will fail to load.
Best practices in securing system administration
require that, at a minimum, two-factor
authentication protocols be incorporated
into user profiles. This factor should change
frequently, preferably in a dynamic, one-time
use manner, and be known only to the user
themselves. In addition, limiting administrative
access to essential personnel and incorporating
system changes into standard audit oversight
procedures will also serve to better control risk.
Another best practice is to use a separate
computer for system access only, not connected
to an email network for example, as another
way to ring-fence security. Finally, continually
reminding system administrators that they are
phishing and malware targets and encouraging
them to report any suspicious emails before
opening them is always a good practice to help
prevent compromises.
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BRUTE FORCE ATTACKS
On the physical security side, there are many variables
to consider including such things as:
•
•
•
•
•

High-security safe types - criminals will look for
the weakest form and site
Where the device is placed in a store or branch
Barrier placement around the device
Incorporating bolt-downs
Making sure alarms and GPS devices are in place
(within cash and safe)

Making it difficult for criminals to ram a machine, with
a vehicle, helps prevent brute force attacks and bolting
the machine down makes it more difficult for attacks to
be successful. Using GPS devices makes it easier to track
and apprehend criminals. One of the latest trends is
for criminals to use stolen vehicles to smash-and-grab
and then take the whole machine with them to open at
another location. To help prevent physical attacks, it is
highly recommended to coordinate security procedures
with local police.
Criminals see an ATM as a big box of cash and
will go to great lengths to break into it. Before
placing an ATM, walk the perimeter and look for
vulnerabilities. Ensure that cameras are wellplaced and functioning properly and that security
controls relevant to the site are in place. Once
an ATM is in place, don’t assume its environment
will never change, regularly visit each device and
review the physical security configuration to
adjust as necessary. Finally, we would emphasize
that placing a GPS device in the safe and the cash
will help police locate property, if stolen, faster
and more effectively.
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EMERGING
TRENDS
Criminal activity targeting ATMs occurs all over the world and some trends migrate from country to country based
on successful compromise or intrusion schemes or as security gaps are closed up in one region, only to pop-up in
one less protected. Here are some examples of recent trends we’ve noted across our global footprint:

JACKPOTTING

This kind of attack involves criminals gaining physical access to the device and then installing malware,
specialized electronics, or both, to manipulate and control the ATM. This is more prevalent outside the U.S.,
where thieves exploit the unique vulnerabilities of in-wall ATMs (a device type not in widespread use in the
U.S.). Jackpotting began popping up in the U.S. in early 2018.

MULTI-FACTOR CARDHOLDER AUTHENTICATION

Multi-factor is going to come into effect especially with increased use of mobile wallets and cardless
transactions at the ATM. This includes using the cardholder’s mobile device to interact with verification
codes and permission notifications. Transfers from wallet to wallet are also a part of this trend.

SKIMMERS

Since not all devices are EMV-enabled, skimmers are still a big problem, especially in segments like gas
stations. We have also found that warmer seasons tend to have more skimmer activity than colder
seasons. News stories on skimmers are increasing consumer awareness to be on the lookout for
compromised machines.

DATA COMPROMISE

The ATM is served by a network through which data travels to the financial institution. ATM security
managers must ensure data is safely passed to the authenticator using a secure and robust connection
to avoid any compromise.

06

Cardtronics | Winning the ATM Security Arms Race

BEST PRACTICES AND THE
IMPORTANCE OF INTELLIGENCE
Perhaps one of the most important takeaways is to underscore the critical role that intelligence-gathering and
intelligence-sharing plays in creating effective ATM security controls.

EXTERNAL INTELLIGENCE
GATHERING
Local Law enforcement
Secret Service / FBI
Card networks
Trade and peer groups

INTERNAL INTELLIGENCE
GATHERING
Third party partners
Intrusion tests
Event analysis
Cardholder feedback

INTERNAL
INTELLIGENCE
SHARING SOURCES
Third party partners
System administrators
Onsite personnel

EXTERNAL
INTELLIGENCE
SHARING SOURCES
Compliance reporting requirements
Local law enforcement and FBI
Peer groups, national and local

Figure 2: Security Intelligence Sources
As seen in Figure 2, there are internal and external sources of intelligence that any organization should ensure they
utilize, including frontline personnel and cardholders. For example, a financial institution can gather intelligence by
educating customers to look for suspicious activity and report it. Institutions can also talk to the FBI and enable the
latter to link events across the wider market thereby improving its ability to discover and stop distributed schemes.
Collaboration is key to building a strong and wide moat around your ATM device fleet.
Additionally, intelligence gathering allows an organization to better plan for potential vulnerabilities. One of the
foremost best practices we encourage is the regular use of business continuity and practice scenarios, which allow
you to harden reaction and responses when a real event occurs.

BEST PRACTICES
Based on our deep insight of ATM security and experiences with our customers around the world, we recommend
any organization consider incorporating some or all of these best practices into their ATM security protocols:
Risk Analysis Mechanism: Regularly analyze the
physical and logical concerns, and based on your
findings, along with intelligence gathered from various
sources, appropriately setup the device fleet to defend
against them.

Control Flexibility: Incorporating static controls, or “set and
forget” strategies, should be a thing of the past. Criminals
are innovating and organizations must keep up by enabling
flexible security controls through the use of their Risk
Analysis Mechanism.

Physical Controls: Defined controls placed on the
device’s physical security and monitored along with
a consistent, standardized control approach and
protocols.

Staff Education: Whether it’s staff in-store, in the branch,
or in the back office, ensure your team maintains an
increased awareness and knowledge of themselves as
targets as criminals looking to gain access to your ATM fleet,
its network, software, and cardholder data.

07

Cardtronics | Winning the ATM Security Arms Race

LEADING THE ATM SECURITY
ARMS RACE: A CHECKLIST
Taking the lead in the ATM security arms race requires a combination of channel management acumen, regular
intelligence gathering and sharing, as well as a clear, but flexible, strategy for protecting your fleet and sensitive
cardholder data. In this paper, we’ve outlined the various ways that organizations can more consistently win the battle
against criminal activity in their ATM channel. Use the summary checklist below to review our recommendations with
your ATM channel managers, system administrators, site administrators, and third-party partners.

PHYSICAL SECURITY
CHECKLIST

LOGICAL SECURITY
CHECKLIST

Review physical device perimeter for potential
vulnerabilities. Consider how a criminal might
physically compromise a machine.

Enable multi-factor authentication for all ATM
software/system/network administrators;
review audit logs regularly.

Educate in-store and onsite personnel to
validate all ATM service personnel, establish
a reporting protocol for reporting suspicious
behavior, and periodically check machines
for compromised components.

Utilize a stand-alone computer or server
for the ATM channel that is not connected
to the organization’s email system.

Educate cardholders on how to identify
a compromised machine and what to do
if they see something suspicious.
Check cameras and other security devices
regularly to ensure they are in good working
order.
Install GPS tracking devices within cash
and in the device.

Encrypt all hard drives connected to your ATM
devices or channel.
Analyze use of VPN for secure communications.
Undertake periodic vulnerability tests
and modify software/hardware configuration
as required.
If enabling digital access, review its impact
to communication and data transport protocols.

Establish a perimeter security plan before
installing a device.

Based on your organization’s experience, the final item in the checklist is to gather and share information freely,
which will make your ATM fleet and the larger market a safer environment for all its stakeholders.
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